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Beyond the Protocol: Rethinking Wi-Fi Security in the Age of BYOD

A technical and strategic case for identity-aware WPA2-Personal in dynamic environments

Executive Summary

WPA2-Enterprise is often treated as the gold standard in wireless security — but in dynamic, bring-your-own-
device (BYOD) environments, it frequently underdelivers. The complexity of WPA3-Enterprise onboarding,
device compatibility issues, and slow revocation mechanisms create security blind spots that are especially
problematic in fast-paced, multi-tenant networks.

We've taken a different approach: we use WPA2-Personal for its proven AES encryption, and layer on our
proprietary, software-defined access platform that delivers the identity control, security enforcement, and
compliance alignment that businesses need.

This white paper outlines our architecture, addresses common misconceptions, presents a detailed
compliance mapping, and explains why our model is not only secure — but often more effective in real-world
deployments than traditional WPA2-Enterprise networks.

Why WPA2-Enterprise Falls Short in the Real World
WPA2-Enterprise excels in tightly controlled IT environments. But in modern use cases — coworking spaces,
flexible office campuses, hospitality, education, and hybrid workforces — it falters due to:

« Complex onboarding for non-managed and mobile devices

+ Frequent incompatibilities with loT and consumer-grade hardware

+ Weak adoption of certificate-based protocols

+ Delays in revoking user access

+ Reliance on third-party security and event tools

The result: while WPA2-Enterprise offers strong session-level encryption on paper, its real-world effectiveness
breaks down in environments where devices are diverse, user turnover is frequent, and operational simplicity
matters.

Our Architecture: Layered Identity-Aware Access Over WPA2-Personal

Our model rethinks the security stack. We treat WPA2-Personal as the encryption transport layer, and build
advanced access control on top — delivering granular user enforcement, operational agility, and broad
device compatibility.

Core components:
« Encrypted Transport: AES-CCMP via WPA2-Personal
+ Secure Captive Portal: Associates users with devices during onboarding
+ Device Identity Mapping: MAC-to-user binding
+ Access Control Engine: Enforces per-user VLAN placement and bandwidth rate limits
+ Revocation Logic: Instant block of a user’s device — no PSK redistribution required
« Audit Trail: Full session logging with user, device, time, and location metadata
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Security Feature Comparison

Feature WPA2-Enterprise isofy
Encryption Algorithm AES-CCMP AES-CCMP
Per-Session Keying Yes ! Shared but mitigated*
Per-User Access Control Directory-integrated Native via software platform
Real-Time Revocation 1 Often manual or delayed Instant per-device or per-user
BYOD & IoT Support 1. Often limited Broad compatibility
Spoofing Protection ! External controller required Built-in protection and error handling
Logging & Audit I Requires external tools Native, exportable
Member & Guest Onboarding 1 Complex Self-service, captive VLAN isolation

*It's important to explain this clearly. WPA2-Personal lacks per-session keying, which means that traffic can be decrypted
by anyone who knows the PSK and captures the necessary handshake at the RF (radio) layer. While network (VLAN)
segmentation does not prevent that decryption, it does limit what an atftacker can do after connecting - by isolating
devices and preventing lateral movement within the network. Additionally, by binding MAC addresses to user identfities and
enforcing real-tfime revocation, we reduce the risk of unauthorized access.

Addressing Common Objections

“WPA2-Personal uses a shared key — that’s insecure”

We use the PSK only for encryption, not access control. Unregistered devices are immediately isolated.
Optional PSK rotation is always available to further contain risk.

“MAC addresses can be spoofed”

True in isolation. While our system doesn’t prevent spoofing, it enforces access based on MAC-user
associations and logs all network activity by device and user identity. As a result, spoofing is technically
possible but its impact is limited by our access enforcement and network segmentation.

“You can’t revoke access per user without changing the PSK”
With our system, you can. Device-level access is immediately disabled at the software layer — with no need to
rotate the PSK for others.

"“WPA2-Enterprise has stronger encryption.
Both WPA2-Personal and WPA2-Enterprise use AES-CCMP. Enterprise adds per-session keys — but we
compensate through network segmentation along with user and device association.

“Why not just use EAP-TLS?”

EAP-TLS is strong — but not practical for BYOD and multi-tenant environments. It requires certificate
infrastructure, enrollment processes, and is often unsupported by guest or unmanaged devices. Our approach
provides practical, enforceable, and scalable security with better user experience.
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Compliance & Framework Mapping
Our solution aligns with leading security and privacy frameworks, delivering audit-ready access control,
encrypted transport, and enforceable policy segmentation.

SOC 2 Type 2
Security AES encryption, per-user/device access, real-time revocation
Availability Lightweight architecture, high availability
Confidentiality Segmentation by role, access level, and location
Privacy No unnecessary Pll stored in network layer
Processing Integrity Audit trails and enforced segmentation controls

ISO/IEC 27001:2022

A.9 - Access Control Identity-based policy, user-device mapping
A.12 - Operations Security Logging and alerting
A.13 - Communications Security Encrypted transport (AES), VLAN segmentation
A.18 - Compliance Centralized policy enforcement and audit trail
PCI DSS v4.0
7.1 - Access Control Role-based access via VLANS, device-user association
8.1 - Unique User IDs User-mapped MACs and device registration
11.1 - Wireless Detection Access prevention for unregistered devices or inactive users
12.3 - Wi-Fi Policies Enforced network isolation for unknown devices
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Compliance & Framework Mapping (continued)

HIPAA Security Rule

Safeguard Type Our Implementation

Access Control (§164.312(a)) Identity-aware access to network resources
Audit Controls (§164.312(b)) Per-user and per-device logs maintained
Transmission Security AES-CCMP encryption over wireless
GDPR
Data Minimization No unnecessary Pll retained at the access layer
Right to Erasure Removal of device-user link on request
Access Control (Art. 32) Per-user/device network access enforcement
Security by Design (Art. 25) Built-in control, monitoring, and isolation features
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Limitations & Future Considerations

While our platform addresses many of the practical shortcomings of traditional WPA2-Enterprise
deployments, we acknowledge that no system is without trade-offs. Below are the key limitations of our
current model, along with the mitigations we’ve implemented and our roadmap to address them in future
iterations.

Shared PSK Model

Concern: since WPA2-Personal uses a single pre-shared key for all devices, it does not provide the same
per-session encryption as WPA3-Enterprise networks. This means that if the PSK is compromised, all traffic
encrypted with that key could potentially be decrypted.

How we mitigate:
+ Role-based network (VLAN) segmentation limits what an attacker can access post-authentication
» User-device binding adds an additional control layer beyond the encryption key
+ Optional PSK rotation policies

Roadmap:

We will inevitably roll out WPA3-SAE support, which will (over time) largely replace WPA2-PSK. This
upgrade introduces per-session keys without requiring WPA2/3-Enterprise and significantly strengthens
encryption integrity. While technically available today, widespread adoption is still limited due fo uneven
device support and the security trade-offs of mixed-mode deployments.

MAC Address Spoofing

Concern: MAC addresses can be spoofed, making them a weak identifier. If an attacker spoofs a registered
MAC and also knows the PSK, they could associate to the network and potentially decrypt wireless traffic —
just like any authorized device.

How we mitigate:
« MAC addresses are not the sole identifier; in addition to MAC-based authentication, an active user
account with a unique and secure credential must be associated with each MAC address
« Access is enforced post-association via network (VLAN) segmentation and per-user policies, reducing
lateral network exposure
+ Real-world limitations:
o Spoofing requires knowing both a valid registered MAC and the PSK, greatly limiting opportunity
o Even with access, the attacker gains no elevated privileges and is subject to the same enforcement
controls
o All activity is logged by MAC and user identity, supporting forensic review and rapid revocation if
necessary

Roadmap:

We are exploring machine learning-based spoofing detection to better distinguish legitimate from spoofed
devices using behavioral profiles and historical patterns to further reduce the likelihood of this already
unlikely event. We are also exploring additional device identifiers that can be paired with a MAC address for
two points of device-level verification, while maintaining a seamless user experience.
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Not a Cryptographic Replacement for WPA2-Enterprise with EAP-TLS
Concern: WPA2-Personal doesn’t have the same cryptographic strength of WPA2-Enterprise with
certificate-based EAP-TLS, which offers mutual authentication and per-session keys.

How we mitigate:
« Encryption is still AES-CCMP, the same as WPA2-Enterprise; we simply manage key control differently
+ User-device registration and binding ensures access is controlled per user, not just per device
+ User-based credentials reduce reliance on static identifiers like MACs
+ Real-time revocation allows instant removal of compromised or unauthorized devices
+ VLAN segmentation can isolate traffic between users and devices
+ PSK rotation can periodically refresh keys and reduce scope of access as requested

Roadmap:

We are exploring support for dynamic PSKs, intelligent WPA3-SAE migration with fallback logic, and
machine learning-based anomaly detection to further strengthen network security and adaptability over
time while retaining key operational flexibility.

Potential for Passive Packet Capture
Concern: devices with the PSK can associate to the network and capture encrypted packets. While they
cannot access network resources without registration, passive capture is still possible.

How we mitigate:
+ Unknown or unauthorized devices are immediately segmented to a captive and isolated VLAN
+ Optional PSK rotation policies
« VLAN traffic segmentation ensures that even with a known PSK, lateral movement is prevented
+ User-to-device binding ties access to verified active user, not just a password
+ Real-world limitations:
o This would require an attacker to be within wireless range and know the network’s PSK
o An attacker must be monitoring at the precise moment an authentication handshake occurs
o Capturing traffic does not allow VLAN traversal, access to internal systems, or active network
participation
o Decrypted data is not identifiable; without access logs or correlated metadata the packets captured
are largely irrelevant

Roadmap:

While passive packet capture is technically possible, in the real world it’s limited by distance, timing,
encryption strength, and modern app-layer protections. Combined with our layered security approach, the
practical risk is low — and increasingly irrelevant as forward-secrecy protocols like WPA3-SAE become
industry-standard.
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Why We Aren’t Moving to WPA3 (at least yet)

While WPA3 represents a meaningful improvement over WPA2 — particularly with WPA3-SAE, which
replaces the shared pre-shared key exchange with a more secure key establishment method — there are
several critical reasons why a full migration may be premature:

Limited Device Support

Despite being intfroduced in 2018, WPA3 adoption across devices is still uneven. Many laptops, smartphones,
printers, 1oT devices, and even some enterprise-grade hardware still lack full WPA3 compatibility — or have
WPA3 support disabled by default due to performance or compatibility bugs.

Bottom line: if we enforced WPA3-only today, many client devices would fail to connect, especially in
dynamic BYOD environments where we have no control over user hardware.

Mixed-Mode (WPA2/WPA3 Transition Mode) Is a Security Trap

To maintain backward compatibility, most access points enable WPA2/WPA3 transition mode. But this
fallback undermines WPA3's security. Attackers can force clients to connect using WPA2, sidestepping
WPAZ3's protections. It opens the door to downgrade attacks and erodes the benefits of SAE.

Bottom line: in effect, WPA3 in transition mode delivers little more than WPA2’s security profile, with added
operational complexity. The vulnerabilities (perceived or real) of WPA2 are still present regardless.

Operational Disruption
Switching to WPA3 at scale involves:
+ Auditing every connected device for compatibility
» Reconfiguring access points and controller settings
« Operational training for inevitable incompatibilities with legacy devices

Bottom line: this level of disruption is significant in distributed, multi-tenant, or BYOD-heavy environments —
and the security gain does not yet justify the operational risk.

WPA3 Offers No Access Control Benefits
While WPA3 improves encryption key exchange, it does not provide identity awareness, access control, or
per-user revocation capabilities on its own.

Bottom line: we already address these gaps — and do so across all devices, not just WPA3-capable ones.

Our Position: We're Ready When the Ecosystem Is
We're not opposed to WPA3 — in fact, we're preparing for it. But we're deliberately waiting for the
ecosystem to mature so that we can:

+ Ensure compatibility across all users and devices

+ Avoid degraded security from WPA2/WPA3 transition mode

« Adopt it without disrupting client daily operations

We're also monitoring trends like WPA3-OWE, which offers encryption on open networks - ideal for
scenarios where authentication is impractical, but protecting user traffic remains important. Until then, we'll
continue delivering practical, identity-based access security that meets — and often exceeds - the
effectiveness of WPA3 deployments in real-world conditions.
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What Our Competitors Might Say

Claim isofy Reality

“We align with enterprise IT standards.” Oyr platform del!vers enterprise-grade control and visibility —
without complexity.

“We meet compliance expectations We support SOC 2, ISO 27001, PCI, HIPAA, GDPR — with real

more easily.” enforcement, not just theoretical alignment.

“We offer managed onboarding for We enable frictionless onboarding without agents or certificates —

WPA2/3-Enterprise” a much more scalable and simple process for BYOD environments.

“Each tenant gets their own SSID and We avoid SSID sprawl and RF bloat, using logical isolation that

VLAN.” scales cleanly.

“We enforce per-user authentication We provide per-user revocation and device-level enforcement, in

without shared passwords.” a much simpler way with the same level of encryption.

What others might say:

Some competitors or security purists may characterize our use of WPA2-Personal as outdated or insecure,
often defaulting to the narrative that “WPA2-Enterprise with certificates is the gold standard.” They may
argue that shared keys inherently weaken the network, that MAC-based controls are spoofable, or that our
approach doesn’t align with traditional enterprise IT standards. These claims can sound credible on the
surface, especially to auditors or IT decision-makers accustomed to deployments in more static
environments.

Our position:

We've built a modern access control architecture optimized for dynamic, BYOD-heavy environments — not
rigid legacy infrastructure. While we use WPA2-Personal for transport encryption (the same AES-CCMP
used in WPA2-Enterprise), our layered software platform introduces real-time identity enforcement, per-
device access, instant revocation, and full audit visibility. In short: we've engineered the outcomes that
matter most — without the complexity, friction, or blind spots of traditional models. We're not fighting the
standard — we're evolving beyond it for how networks actually operate today.
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Final Takeaway

Security is not just about protocols — it's about control, visibility, and real-world outcomes.

While WPA2-Personal is often dismissed for relying on a shared pre-shared key, we've transformed it from
a legacy model into a modern, identity-aware access platform — layered with enforcement, observability,
and flexibility that exceeds traditional WPA2-Enterprise deployments in BYOD and dynamic environments.

Our platform delivers:
+ AES-CCMP encryption for all wireless traffic
« Per-user, per-device access control — without friction
+ VLAN segmentation and session monitoring
« MAC spoofing preventive and minimization elements
+ Real-time revocation without disrupting others
+ Full compliance alignment with SOC 2, ISO 27001, HIPAA, PCI DSS, and GDPR

At the same time, we've made a deliberate and informed decision not to migrate to WPA3 — yet. While
WPA3-SAE provides theoretical security improvements, the current ecosystem still suffers from:

+ Uneven device support

+ Security erosion in mixed WPA2/WPAZ3 transition mode

» Operational disruption with minimal practical gain

We're ready for WPA3 when the ecosystem is. Until then, our identity-first architecture already delivers
stronger enforcement, faster revocation, broader compatibility, and greater control than either WPA2-

Enterprise or partial WPA3 rollouts seen in most environments today.

In short: this isn't WPA2-Personal as you know it — we’'ve re-engineered the entire access model around it,
delivering scalable, compliant, real-world secure Wi-Fi for how people actually work today.

This is security by design, not security by default.
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Addendum

Wi-Fi Security Feature Comparison for Reference

Feature

Authentication

WPA2-Personal

Pre-shared key

WPA2-Enterprise

Username &
password, or digital
certificate

WPA3-Personal

Pre-shared
password,

SAE (simultaneous
authentication of
equals)

Bty

WPA3-Enterprise

Username &
password, or digital
certificate (EAP)

AES-CCMP-128

AES-GCMP-128
(Per-Session

AES-GCMP-128

support

Encryption AES-CCMP-128 (Per-Session Keying) (AES-GCMP-256
Keying) (or CCMP-128 in with 192-bit mode)
transition)
Limited; older Ir_r:;nr:’;e(l;rﬁzgttlflcate
Device Support Universal Universal devices may lack &

required, not loT-
friendly
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